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Abstr act

The field of Accounting Managenent is concerned with the collection
of resource consunption data for the purposes of capacity and trend
anal ysis, cost allocation, auditing, and billing. This docunent
descri bes each of these problens, and di scusses the issues invol ved
i n design of nodern accounting systens.

Since accounting applications do not have uni form security and
reliability requirenents, it is not possible to devise a single
accounting protocol and set of security services that will neet all
needs. Thus the goal of accounting nanagenment is to provide a set of
tools that can be used to neet the requirenents of each application
Thi s docunent describes the currently available tools as well as the
state of the art in accounting protocol design. A conpanion
document, RFC 2924, reviews the state of the art in accounting
attributes and record fornats.
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1.1

Introduction to Accounting Managenent Cct ober 2000

Requi renment s | anguage

In this docunent, the key words "MAY", "MJST, "MJST NOTI", "optional",
"recomended", "SHOULD', and "SHOULD NOT", are to be interpreted as
described in [6].

1.2.

Ter m nol ogy

Thi s docunent frequently uses the follow ng terns:

Accounti ng

Ar chi val

Rati ng

Bi |

ling

The coll ection of resource consunption data for the

pur poses of capacity and trend analysis, cost allocation
auditing, and billing. Accounting nanagenment requires that
resource consunption be neasured, rated, assigned, and
communi cat ed between appropriate parties.

accounti ng

In archival accounting, the goal is to collect al
accounting data, to reconstruct mssing entries as best as
possible in the event of data loss, and to archive data for
a mandated tinme period. It is "usual and customary" for
these systens to be engineered to be very robust agai nst
accounting data loss. This may include provisions for
transport layer as well as application |ayer

acknow edgnents, use of non-volatile storage, interim
accounting capabilities (stored or transmitted over the
wire), etc. Legal or financial requirenents frequently
mandat e archi val accounting practices, and may often
dictate that data be kept confidential, regardl ess of
whether it is to be used for billing purposes or not.

The act of determining the price to be charged for use of a
resource.

The act of preparing an invoice.

Usage sensitive billing

Audi ting

Aboba,

et al.

A billing process that depends on usage information to
prepare an invoice can be said to be usage-sensitive. In
contrast, a process that is independent of usage
information is said to be non-usage-sensitive.

The act of verifying the correctness of a procedure. In
order to be able to conduct an audit it is necessary to be
able to definitively determni ne what procedures were
actually carried out so as to be able to conpare this to
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the recomended process. Acconplishing this may require
security services such as authentication and integrity
protection.

Cost Allocation
The act of allocating costs between entities. Note that
cost allocation and rating are fundanental ly different
processes. In cost allocation the objective is typically
to allocate a known cost anobng several entities. |In rating
the objective is to determine the amobunt to be charged for
use of a resource. |In cost allocation, the cost per unit
of resource nay need to be determined; in rating, this is
typically a given.

I nterimaccounting
Interimaccounting provides a snapshot of usage during a
user’s session. This may be useful in the event of a
devi ce reboot or other network problemthat prevents the
reception or generation of a session sunmary packet or
session record. Interimaccounting records can al ways be
sunmari zed wi thout the loss of information. Note that
interimaccounting records may be stored internally on the
device (such as in non-volatile storage) so as to survive a
reboot and thus nmay not al ways be transmtted over the
Wire.

Session record
A session record represents a sunmary of the resource
consunption of a user over the entire session. Accounting
gat eways creating the session record may do so by
processing interimaccounting events or accounting events
fromseveral devices serving the sane user

Accounti ng Protocol
A protocol used to convey data for accounting purposes.

I ntra-donmai n accounting
I ntra-donmai n accounting involves the collection of
i nformati on on resource usage within an adnministrative
domain, for use within that domain. |In intra-domain
accounting, accounting packets and session records
typically do not cross adninistrative boundaries.

I nter-domai n accounti ng

I nter-donmai n accounting involves the collection of
i nformati on on resource usage within an adnministrative
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domain, for use w thin another administrative domain. In
i nter-domai n accounting, accounting packets and session
records will typically cross adninistrative boundaries.

Real -ti me accounting
Real -ti me accounting involves the processing of information
on resource usage within a defined tinme wi ndow. Tine
constraints are typically inposed in order to limt
financial risk.

Accounting server
The accounting server receives accounting data from devi ces
and translates it into session records. The accounting
server may al so take responsibility for the routing of
session records to interested parties.

1. 3. Accounting managenent architecture

The accounting nmanagenent architecture involves interactions between
net wor k devi ces, accounting servers, and billing servers. The
networ k devi ce collects resource consunption data in the form of
accounting nmetrics. This information is then transferred to an
accounting server. Typically this is acconplished via an accounting
protocol, although it is also possible for devices to generate their
own session records.

The accounting server then processes the accounting data received
fromthe network device. This processing may include sunmarization
of interimaccounting information, elimnation of duplicate data, or
generation of session records.

The processed accounting data is then subnitted to a billing server
whi ch typically handles rating and i nvoi ce generation, but may al so
carry out auditing, cost allocation, trend analysis or capacity

pl anni ng functions. Session records may be batched and conpressed by
the accounting server prior to submission to the billing server in
order to reduce the volune of accounting data and the bandwi dth
required to acconplish the transfer

One of the functions of the accounting server is to distinguish
between inter and intra-domain accounting events and to route them
appropriately. For session records containing a Network Access
Identifier (NAlI), described in [8], the distinction can be nmade by
exam ning the domain portion of the NAI. [|f the donain portion is
absent or corresponds to the local domain, then the session record is
treated as an intra-domain accounting event. Oherwise, it is
treated as an inter-domain accounting event.
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Intra-donai n accounting events are typically routed to the |oca
billing server, while inter-domain accounting events will be routed
to accounting servers operating within other admnistrative domains.
VWhile it is not required that session record formats used in inter
and intra-domai n accounting be the same, this is desirable, since it
elimnates translations that woul d otherw se be required.

Where a proxy forwarder is enpl oyed, donai n-based access controls nay
be enpl oyed by the proxy forwarder, rather than by the devices

t hensel ves. The network device will typically speak an accounting
protocol to the proxy forwarder, which may then either convert the
accounting packets to session records, or forward the accounting
packets to another domain. In either case, donain separation is
typically achi eved by having the proxy forwarder sort the session
records or accounting nessages by destination

Where the accounting proxy is not trusted, it may be difficult to
verify that the proxy is issuing correct session records based on the
accounting nessages it receives, since the original accounting
nmessages typically are not forwarded along with the session records.
Therefore where trust is an issue, the proxy typically forwards the
accounti ng packets thenselves. Assum ng that the accounting protocol
supports data object security, this allows the end-points to verify
that the proxy has not nodified the data in transit or snooped on the
packet contents.
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The diagram below illustrates the accounti ng nanagenent architecture:
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1. 4. Accounting managenent objectives

Accounti ng Managenent involves the collection of resource consunption
data for the purposes of capacity and trend analysis, cost

al l ocation, auditing, billing. Each of these tasks has different
requirenents

1.4.1. Trend anal ysis and capacity pl anni ng

In trend anal ysis and capacity planning, the goal is typically a
forecast of future usage. Since such forecasts are inherently

i mperfect, high reliability is typically not required, and noderate
packet |oss can be tolerated. Were it is possible to use
statistical sanpling techniques to reduce data collection
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requirenents while still providing the forecast with the desired
statistical accuracy, it nay be possible to tolerate high packet |oss
as long as bias is not introduced.

The security requirements for trend anal ysis and capacity pl anni ng
depend on the circunstances of data collection and the sensitivity of
the data. Additional security services nay be required when data is
bei ng transferred between adninistrative domains. For exanple, when
information is being collected and anal yzed within the sane

adm ni strative domain, integrity protection and authenticati on may be
used in order to guard against collection of invalid data. In

i nter-domai n applications confidentiality may be desirable to guard
agai nst snooping by third parties.

1.4.2. Billing

When accounting data is used for billing purposes, the requirenents
depend on whether the billing process is usage-sensitive or not.

1.4.2.1. Non-usage sensitive billing

Since by definition, non-usage-sensitive billing does not require
usage information, in theory all accounting data can be | ost w thout
affecting the billing process. O course this would also affect
other tasks such as trend analysis or auditing, so that such

whol esal e data | oss would still be unacceptabl e.

1.4.2.2. Usage-sensitive billing

Si nce usage-sensitive billing processes depend on usage infornation
packet loss may translate directly to revenue loss. As a result, the
billing process may need to conformto financial reporting and | ega
requi renents, and therefore an archival accounting approach nmay be
needed.

Usage-sensitive systens nay al so require | ow processing delay. Today
credit risk is conmonly managed by conputerized fraud detection
systens that are designed to detect unusual activity. Wile

ef ficiency concerns night otherw se dictate batched transni ssion of
accounting data, where there is a risk of fraud, financial exposure
increases with processing delay. Thus it may be advisable to
transmit each event individually to mninize batch size, or even to
utilize quality of service techniques to mninize queuing delays. In
addition, it may be necessary for authorization to be dependent on
ability to pay.
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Whet her these techniques will be useful varies by application since
t he degree of financial exposure is application-dependent. For
dial-up Internet access froma |local provider, charges are typically

|l ow and therefore the risk of loss is small. However, in the case of
di al -up roam ng or voice over IP, time-based charges may be
substantial and therefore the risk of fraud is larger. In such

situations it is highly desirable to quickly detect unusual account
activity, and it nay be desirable for authorization to depend on
ability to pay. |In situations where val uable resources can be
reserved, or where charges can be high, very large bills may be rung
up quickly, and processing may need to be conpleted within a defined
time window in order to limt exposure.

Since in usage-sensitive systens, accounting data translates into
revenue, the security and reliability requirenents are greater. Due
to financial and | egal requirenments such systens need to be able to
survive an audit. Thus security services such as authentication
integrity and replay protection are frequently required and
confidentiality and data object integrity nmay al so be desirable.
Application-layer acknow edgments are also often required so as to
guard agai nst accounting server failures.

1.4.3. Auditing

Wth enterprise networking expenditures on the rise, interest in
auditing is increasing. Auditing, which is the act of verifying the
correctness of a procedure, conmonly relies on accounting data.

Audi ting tasks include verifying the correctness of an invoice
submitted by a service provider, or verifying conformance to usage
policy, service |level agreenents, or security guidelines.

To pernit a credible audit, the auditing data collection process nust
be at least as reliable as the accounting process being used by the
entity that is being audited. Sinmilarly, security policies for the
audit should be at |east as stringent as those used in preparation of
the original invoice. Due to financial and |egal requirenents,
archival accounting practices are frequently required in this
appl i cation.

Where auditing procedures are used to verify conformance to usage or
security policies, security services may be desired. This typically
will include authentication, integrity and replay protection as well
as confidentiality and data object integrity. |In order to pernit
response to security incidents in progress, auditing applications
frequently are built to operate with | ow processi ng del ay.
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1.4.4. Cost allocation

The application of cost allocation and billback methods by enterprise
customers is not yet w despread. However, with the convergence of

t el ephony and data conmmuni cations, there is increasing interest in
appl yi ng cost allocation and bill back procedures to networking costs,
as is now conmonly practiced with tel ecomuni cations costs.

Cost allocation nodels, including traditional costing nechani sns
described in [21]-[23] and activity-based costing techni ques
described in [24] are typically based on detailed anal ysis of usage
data, and as a result they are al nbst always usage-sensitive.

Whet her these techniques are applied to allocation of costs between
partners in a venture or to allocation of costs between departnents
inasingle firm cost allocation nodels often have prof ound

behavi oral and financial inpacts. As a result, systens devel oped for
this purposes are typically as concerned with reliable data
collection and security as are billing applications. Due to
financial and | egal requirenents, archival accounting practices are
frequently required in this application.

1.5. Intra-domain and inter-domain accounting

Much of the initial work on accounting nanagenent has focused on

i ntra-domai n accounting applications. However, with the increasing
depl oynent of services such as dial-up roaning, Internet fax, Voice
and Video over IP and QoS, applications requiring inter-donain
accounting are becom ng increasingly comon.

I nter-domain accounting differs fromintra-donain accounting in
several inportant ways. |Intra-donain accounting involves the
collection of information on resource consunption within an

adm ni strative domain, for use within that domain. |In intra-domain
accounting, accounting packets and session records typically do not
cross administrative boundaries. As a result, intra-domain
accounting applications typically experience | ow packet |oss and

i nvol ve transfer of data between trusted entities.

In contrast, inter-donmain accounting involves the collection of

i nformati on on resource consunption within an admi ni strative domai n,
for use within another admi nistrative domain. In inter-domain
accounting, accounting packets and session records will typically
cross administrative boundaries. As a result, inter-domain
accounting applications may experience substantial packet loss. In
addition, the entities involved in the transfers cannot be assuned to
trust each other.
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Since inter-donmain accounting applications involve transfers of
accounting data between donmi ns, additional security nmeasures nay be

desirable. 1In addition to authentication, replay and integrity
protection, it nay be desirable to deploy security services such as
confidentiality and data object integrity. In inter-domain

accounting each involved party also typically requires a copy of each
accounting event for invoice generation and auditing.

1.6. Accounting record production

Typically, a single accounting record is produced per session, or in
sone cases, a set of interimrecords which can be sumarized in a
single record for billing purposes. However, to support depl oynent
of services such as wirel ess access or conplex billing regines, a
nor e sophi sticated approach is required.

It is necessary to generate several accounting records froma single
session when pricing changes during a session. For instance, the
price of a service can be higher during peak hours than of f-peak

For a session continuing fromone tariff period to another, it
becones necessary for a device to report "packets sent" during both
peri ods.

Tinme is not the only factor requiring this approach. For instance,
in nobile access networks the user may roam from one place to another
while still being connected in the sane session. |f roaning causes a
change in the tariffs, it is necessary to account for resource
consunmed in the first and second areas. Another exanple is where
nodi fications are allowed to an ongoi ng session. For exanple, it is
possi bl e that a session could be re-authorized with inproved QoS.
This woul d require production of accounting records at both QS

| evel s.

These exanpl es coul d be addressed by using vectors or multi-

di mensi onal arrays to represent resource consunption within a single
session record. For exanple, the vector or array could describe the
resource consunption for each conbination of factors, e.g. one data
itemcould be the nunber of packets during peak hour in the area of
the hone operator. However, such an approach seens conplicated and
inflexible and as a result, nbst current systens produce a set of
records fromone session. A session identifier needs to be present
in the records to permt accounting systens to tie the records

t oget her.

In nost cases, the network device will determine when nmultiple
session records are needed, as the local device is aware of factors
affecting local tariffs, such as QS changes and roam ng. However,
future systens are being designed that enable the hone domain to
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control the generation of accounting records. This is of inportance
in inter-donmain accounting or when network devices do not have tariff
information. The centralized control of accounting record production
can be realized, for instance, by having authorization servers
require re-authorization at certain times and requiring the
production of accounting records upon each re-authorization

In conclusion, in some cases it is necessary to produce nultiple
accounting records froma single session. It nust be possible to do
this without requiring the user to start a new session or to re-

aut henticate. The production of nmultiple records can be controlled
either by the network device or by the AAA server. The requirenents
for tineliness, security and reliability in nmultiple record sessions
are the same as for single-record sessions.
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2. Scaling and reliability

Wth the continuing growmh of the Internet, it is inportant that
accounti ng managenent systens be scal able and reliable. This section
di scusses the resources consunmed by accounting nmanagenent systens as
well as the scalability and reliability properties exhibited by
various data collection and transport nodels.

2.1. Fault resilience

As noted earlier, in applications such as usage-sensitive billing,
cost allocation and auditing, an archival approach to accounting is
frequently nandated, due to financial and |egal requirenents. Since
in such situations |oss of accounting data can translate to revenue
|l oss, there is incentive to engineer a high degree of fault
resilience. Faults which may be encountered include:

Packet | oss

Accounting server failures
Net work failures

Devi ce reboots

To date, much of the debate on accounting reliability has focused on
resilience agai nst packet |oss and the differences between UDP, SCTP
and TCP-based transport. However, it should be understood that
resilience agai nst packet loss is only one aspect of neeting
archival accounting requirenents.

As noted in [18], "once the cable is cut you don’t need nore
retransm ssions, you need a *lot* nore voltage." Thus, the choice of
transport has no inpact on resilience against faults such as network
partition, accounting server failures or device reboots. Wat does
provide resilience against these faults is non-volatile storage.

The i nmportance of non-volatile storage in design of reliable
accounting systens cannot be over-enphasized. Wthout non-volatile
storage, event-driven systens will |ose data once the transm ssion
ti meout has been exceeded, and batching designs will experience data
| oss once the internal nenory used for accounting data storage has
been exceeded. Via use of non-volatile storage, and internally
stored interimrecords, nost of these data | osses can be avoi ded.

It may even be argued that non-volatile storage is nore inportant to
accounting reliability than network connectivity, since for many
years reliabl e accounting systens were inplenented based solely on
physi cal storage, w thout any network connectivity. For exanpl e,
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phone usage data used to be stored on paper, film or nmagnetic nedia
and carried fromthe place of collection to a central location for
bill processing.

2.1.1. Interimaccounting

Interimaccounting provides protection against |oss of session
summary data by providing checkpoint information that can be used to
reconstruct the session record in the event that the session sunmary
information is lost. This technique may be applied to any data
collection nodel (i.e. event-driven or polling) and is supported in
both RADI US [ 25] and i n TACACS+.

Wiile interimaccounting can provide resilience agai nst packet |oss,
server failures, short-duration network failures, or device reboot,
its applicability is limted. Transm ssion of interimaccounting
data over the wire should not be thought of as a mainstream
reliability inprovenent technique since it increases use of network
bandwi dth in nornmal operation, while providing benefits only in the
event of a fault.

Since nost packet |loss on the Internet is due to congestion, sending
interimaccounting data over the wire can make the probl em worse by

i ncreasi ng bandwi dt h usage. Therefore on-the-wire interimaccounting
is best restricted to high-value accounting data such as infornation
on long-lived sessions. To protect against |oss of data on such
sessions, the interimreporting interval is typically set severa
standard devi ations larger than the average session duration. This
ensures that nost sessions will not result in generation of interim
accounting events and the additional bandw dth consumed by interim
accounting will be limted. However, as the interimaccounting

i nterval decreases toward the average session tinme, the additiona
bandwi dt h consuned by interimaccounting increases markedly, and as a
result, the interval nust be set with caution

Where non-vol atile storage is unavailable, interimaccounting can

al so result in excessive consunption of nenory that could be better
al l ocated to storage of session data. As a result, inplenmentors
shoul d be careful to ensure that new interimaccounting data
overwrites previous data rather than accunul ating additional interim
records in menory, thereby worsening the buffer exhaustion probl em

G ven the increasing popularity of non-volatile storage for use in
consumer devices such as digital caneras, such devices are rapidly
declining in price. This nakes it increasingly feasible for network
devices to include built-in support for non-volatile storage. This
can be acconplished, for exanple, by support for conpact PCMCIA
cards.
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Where non-vol atile storage is available, this can be used to store
interimaccounting data. Stored interimevents are then replaced by
updated interi mevents or by session data when the session conpl etes.
The session data can itself be erased once the data has been
transmtted and acknow edged at the application layer. This approach
avoids interimdata being transmtted over the wire except in the
case of a device reboot. Wen a device reboots, internally stored
interimrecords are transferred to the accounting server

2.1.2. Miltiple record sessions

CGeneration of nultiple accounting records within a session can
i ntroduce scalability problens that cannot be controlled using the
techni ques available in interimaccounting.

For exanple, in the case of interimrecords kept in non-volatile
storage, it is possible to overwite previous interimrecords wth
the nost recent one or summarize themto a session record. \Were
interi mupdates are sent over the wire, it is possible to contro
bandwi dt h usage by adjusting the interimaccounting interval

These neasures are not applicable where nultiple session records are
produced from a single session, since these records cannot be
summari zed or overwitten without loss of information. As a result,
mul tiple record production can result in increased consunption of
bandwi dth and menory. | nplenentors should be careful to ensure that
wor st-case nultiple record processing requirenments do not exceed the
capabilities of their systens.

As an exanple, a tariff change at a particular tinme of day could, if
i npl enented carel essly, create a sudden peak in the consunption of
nmenory and bandwi dth as the records need to be stored and/or
transported. Rather than attenpting to send all of the records at
once, it may be desirable to keep themin non-volatile storage and
send all of the related records together in a batch when the session
conpletes. 1t may also be desirable to shape the accounting traffic
flow so as to reduce the peak bandw dth consunption. This can be
acconpl i shed by introduction of a randonized delay interval. If the
home domain can also control the generation of nultiple accounting
records, the estimation of the worst-case processing requirenents can
be very difficult.

2.1.3. Packet |oss
As packet loss is a fact of life on the Internet, accounting
protocol s dealing with session data need to be resilient against

packet loss. This is particularly inportant in inter-domain
accounting, where packets often pass through Network Access Points
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(NAPs) where packet |oss may be substantial. Resilience against
packet | oss can be acconplished via inplenentation of a retry

mechani smon top of UDP, or use of TCP [7] or SCTP [26]. On-the-wire
interimaccounting provides only limted benefits in mitigating the
ef fects of packet |oss.

UDP- based transport is frequently used in accounting applications.
However, this is not appropriate in all cases. \Where accounting data
will not fit within a single UDP packet w thout fragnentation, use of
TCP or SCTP transport may be preferred to use of rmultiple round-trips
in UDP. As noted in [47] and [49], this may be an issue in the
retrieval of large tables.

In addition, in cases where congestion is likely, such as in inter-
domai n accounting, TCP or SCTP congestion control and round-trip tinme
estimation will be very useful, optimzing throughput. In
applications which require nmaintenance of session state, such as

si mul t aneous usage control, TCP and application-layer keep alive
packets or SCTP with its built-in heartbeat capabilities provide a
nmechani sm for keeping track of session state.

When i npl enmenting UDP retransm ssion, there are a nunber of issues to
keep in mnd:

Dat a nodel

Retry behavi or
Congestion contro
Ti meout behavi or

Accounting reliability can be influenced by how the data is nodel ed.
For exanple, it is alnobst always preferable to use cunul ative

vari abl es rather than expressing accounting data in terms of a change
froma previous data item Wth cunulative data, the current state
can be recovered by a successful retrieval, even after many packets
have been lost. However, if the data is transnmtted as a change then
the state will not be recovered until the next cumulative update is
sent. Thus, such inplenentations are nuch nore vul nerable to packet

| oss, and shoul d be avoi ded wherever possible.

In designing a UDP retry mechanism it is inportant that the retry
timers relate to the round-trip time, so that retransm ssions wl|

not typically occur within the period in which acknow edgnents nay be
expected to arrive. Accounting bandwidth nmay be significant in sone
circumst ances, so that the added traffic due to unnecessary

retransm ssions may increase congestion |evels.
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Congestion control in accounting data transfer is a somewhat
controversial issue. Since accounting traffic is often considered

m ssion-critical, it has been argued that congestion control is not a
requirenent; better to let other less-critical traffic back off in
response to congestion. Mreover, w thout non-vol atile storage,
congestive back-off in accounting applications can result in data

| oss due to buffer exhaustion

However, it can also be argued that in nodern accounting

i npl ementations, it is possible to inplenment congestion control while
i mprovi ng throughput and maintaining high reliability. 1In
circunstances where there is sustai ned packet loss, there sinply is
not sufficient capacity to nmaintain existing transm ssion rates.
Thus, aggregate throughput will actually inprove if congestive back-
off is inplemented. This is due to elinination of retransm ssions
and the ability to utilize techniques such as RED to desynchroni ze
flows. In addition, with QS nmechani snms such as differentiated
services, it is possible to mark accounting packets for preferentia
handling so as to provide for |ower packet loss if desired. Thus
considerable leeway is available to the network administrator in
controlling the treatnment of accounting packets and hard codi ng

i nel astic behavior is unnecessary. Typically, systens inplenmenting
non-vol atile storage allow for backl ogged accounting data to be

pl aced in non-vol atile storage pending transmi ssion, so that buffer
exhaustion resulting fromcongestive back-off need not be a concern

Since UDP is not really a transport protocol, UDP-based accounting
protocol s such as [4] often do not prescribe tinmeout behavior. Thus
i npl ement ations may exhibit wi dely different behavior. For exanple,
one inplenentation may drop accounting data after three constant
duration retries to the sane server, while another nay inplenent
exponential back-off to a given server, then switch to another
server, up to a total timeout interval of twelve hours, while storing
the untransnmitted data on non-volatile storage. The practica

di fference between these approaches is substantial; the forner
approach will not satisfy archival accounting requirenments while the
latter nay. More predictable behavior can be achieved via use of
SCTP or TCP transport.

2.1.4. Accounting server failover

In the event of a failure of the primary accounting server, it is
desirable for the device to failover to a secondary server.
Provi di ng one or nore secondary servers can renmove nmuch of the risk
of accounting server failure, and as a result use of secondary
servers has become comonpl ace
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For protocols based on TCP, it is possible for the device to maintain
connections to both the primary and secondary accounting servers,
usi ng the secondary connection after expiration of a tinmer on the
primary connection. Alternatively, it is possible to open a
connection to the secondary accounting server after a tineout or |oss
of the primary connection, or on expiration of a tiner. Thus,
accounting protocols based on TCP are capabl e of responding nore
rapidly to connectivity failures than TCP tinmeouts woul d ot herw se
allow, at the expense of an increased risk of duplicates.

Wth SCTP, it is possible to control transport |ayer timeout
behavior, and therefore it is not necessary for the accounting
application to maintain its ow tiners. SCTP al so enables

mul ti plexing of nmultiple connections within a single transport
connection, all maintaining the same congestion control state,
avoi di ng the "head of |ine blocking" issues that can occur with TCP
However, since SCTP is not w dely available, use of this transport
can inpose an additional inplenentation burden on the designer

For protocols using UDP, transmi ssion to the secondary server can
occur after a nunber of retries or timer expiration. For
conmpatibility with congestion avoidance, it is advisable to

i ncorporate techni ques such as round-trip-tine estimtion, slow start
and congestive back-off. Thus the accounting protocol designer
utilizing UDP often is lead to re-inventing techniques already
existing in TCP and SCTP. As a result, the use of raw UDP transport
in accounting applications is not recomended.

Wth any transport it is possible for the primary and secondary
accounting servers to receive duplicate packets, so support for
duplicate elinmnation is required. Since accounting server failures
can result in data accumul ati on on accounting clients, use of non-
vol atil e storage can ensure agai nst data | oss due to transm ssion

ti meouts or buffer exhaustion. On-the-wire interimaccounting
provides only limted benefits in mtigating the effects of
accounting server failures.

2.1.5. Application |layer acknow edgnents

It is possible for the accounting server to experience partia
failures. For exanple, a failure in the database back end coul d

| eave the accounting retrieval process or thread operable while the
process or thread responsible for storing the data is non-functi onal
Simlarly, it is possible for the accounting application to run out
of disk space, making it unable to continue storing inconing session
records.
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In such cases it is desirable to distinguish between transport |ayer
acknow edgnment and application | ayer acknow edgnent. Even though
bot h acknow edgnents may be sent within the sane packet (such as a
TCP segnment carrying an application |ayer acknow edgment along with a
pi ggy- backed ACK), the semantics are different. A transport-I|ayer
acknow edgnment neans "the transport | ayer has taken responsibility
for delivering the data to the application", while an application-

| ayer acknow edgnent neans "the application has taken responsibility
for the data".

A common nisconception is that use of TCP transport guarantees that
data is delivered to the application. However, as noted in RFC 793

[7]:

An acknow edgrment by TCP does not guarantee that the data has been
delivered to the end user, but only that the receiving TCP has taken
the responsibility to do so.

Therefore, if receiving TCP fails after sending the ACK, the
application may not receive the data. Simlarly, if the application
fails prior to committing the data to stable storage, the data may be
lost. In order for a sending application to be sure that the data it
sent was received by the receiving application, either a gracefu

cl ose of the TCP connection or an application-layer acknow edgnent is
required. In order to protect against data loss, it is necessary that
the application-layer acknow edgrment inply that the data has been
witten to stable storage or suitably processed so as to guard

agai nst | oss.

In the case of partial failures, it is possible for the transport

| ayer to acknow edge receipt via transport |ayer acknow edgnent,

wi t hout having delivered the data to the application. Sinmilarly, the
application may not conplete the tasks necessary to take
responsibility for the data.

For exanpl e, an accounting server nay receive data fromthe transport
| ayer but be incapable of storing it data due to a back end dat abase
problemor disk fault. 1In this case it should not send an
application | ayer acknow edgnent, even though a a transport |ayer
acknow edgnment is appropriate. Rather, an application |layer error
message shoul d be sent indicating the source of the problem such as
"Backend store unavail abl e".

Thus application-layer acknow edgnent capability requires not only
the ability to acknow edge when the application has taken

responsibility for the data, but also the ability to indicate when
the application has not taken responsibility for the data, and why.
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2.1.6. Network failures

Network failures may result in partial or conplete |oss of
connectivity for the accounting client. 1In the event of partia
connectivity loss, it nmay not be possible to reach the primary
accounting server, in which case switch over to the secondary
accounting server is necessary. In the event of a network partition,
it may be necessary to store accounting events in device nenory or
non-vol atil e storage until connectivity can be re-established.

As with accounting server failures, on-the-wire interimaccounting
provides only linmted benefits in mtigating the effects of network
failures.

2.1.7. Device reboots

In the event of a device reboot, it is desirable to mnimze the |oss
of data on sessions in progress. Such |osses nay be significant even
if the devices thenselves are very reliable, due to long-Ilived
sessions, which can conprise a significant fraction of total resource
consunption. To guard agai nst | oss of these high-val ue sessions,
interimaccounting data is typically transmtted over the wire. Wen
interimaccounting in-place is conbined with non-vol atile storage it
becones possible to guard agai nst data | oss in nuch shorter sessions.
This is possible since interimaccounting data need only be stored in
non-vol atile menory until the session conpletes, at which tine the
interimdata may be replaced by the session record. As a result,
interimaccounting data need never be sent over the wire, and it is
possible to decrease the interiminterval so as to provide a very
hi gh degree of protection against data | oss.

2.1.8. Accounting proxies

In order to maintain high reliability, it is inmportant that
accounting proxies pass through transport and application |ayer
acknow edgnents and do not store and forward accounting packets.

This enabl es the end-systens to control re-transnission behavior and
utilize techniques such as non-vol atil e storage and secondary servers
to inprove resilience

Accounting proxies sending a transport or application layer ACK to
the device without receiving one fromthe accounting server fool the
device into thinking that the accounting request had been accepted by
the accounting server when this is not the case. As a result, the
device can delete the accounting packet from non-volatile storage
before it has been accepted by the accounting server. The |eaves the

Aboba, et al. I nf or mat i onal [ Page 21]



RFC 2975 Introduction to Accounting Managenent Cct ober 2000

accounting proxy responsi ble for delivering accounting packets. |f
t he accounting proxy involves noving parts (e.g. a disk drive) while
the devices do not, overall systemreliability can be reduced.

Store and forward accounting proxies only add value in situations
where the accounting subsystemis unreliable. For exanple, where
devi ces do not inplenent non-volatile storage and the accounting
protocol |acks transport and application layer reliability, |ocating
the accounting proxy (with its stable storage) close to the device
can reduce the risk of data | oss.

However, such systens are inherently unreliable so that they are only
appropriate for use in capacity planning or non-usage sensitive
billing applications. |If archival accounting reliability is desired,
it is necessary to engineer a reliable accounting systemfromthe
start using the techniques described in this docunent, rather than
attenpting to patch an inherently unreliable systemby adding store
and forward accounti ng proxies.
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2.1.9. Fault resilience sumary
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2.2. Resource consunption

In the process of growing to neet the needs of providers and
customers, accounting nanagenment systens consunme a variety of
resources, including:

Net wor k bandwi dt h

Menory

Non-vol atil e storage

State on the accounting managenent system

CPU on t he managenent system and nanaged devi ces
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2.

2.

2.

2.

2.

2

In order to understand the linmts to scaling, we exanm ne each of
these resources in turn

1. Net wor k bandwi dt h

Account i ng nanagenent systens consune network bandwi dth in
transferring accounting data. The network bandwi dth consuned is
proportional to the amount of data transferred, as well as required
networ k overhead. Since accounting data for a given event may be 100
octets or less, if each event is transferred individually, overhead
can represent a consi derable proportion of total bandw dth
consunption. As a result, it is often desirable to transfer
accounting data in batches, enabling network overhead to be spread
over a larger payload, and enabling efficient use of conmpression. As
noted in [48], conpression can be enabled in the accounting protocol
or can be done at the IP layer as described in [5].

2. Menory

In accounting systems w thout non-volatile storage, accounting data
nmust be stored in volatile nmenory during the period between when it
is generated and when it is transferred. The resulting nmenory
consunption will depend on retry and retransm ssion al gorithns.
Since systens designed for high reliability will typically wish to
retry for long periods, or nmay store interimaccounting data, the
resulting nenory consunption can be considerable. As a result, if
non-vol atile storage is unavailable, it nmay be desirable to conpress
accounting data awaiting transm ssion

As noted earlier, inplenentors of interimaccounting should take care
to ensure agai nst excessive nenory usage by overwiting older interim
accounting data with newer data for the sanme session rather than
accunul ating interimdata in the buffer

.3. Non-volatile storage

Since accounting data stored in nmenory will typically be lost in the
event of a device reboot or a tineout, it may be desirable to provide
non-vol atil e storage for undelivered accounting data. Wth the costs
of non-volatile storage declining rapidly, network devices will be

i ncreasingly capabl e of incorporating non-volatile storage support
over the next few years.

Non-vol atile storage may be used to store interimor session records.
As with menory utilization, interimaccounting overwite is desirable
SO as to prevent excessive storage consunption. Note that the use of
ASCI| data representation enabl es use of highly efficient text
conpression algorithns that can mininize storage requirenents. Such
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conpression algorithns are only typically applied to session records
so as to enable inplenentation of interimdata overwite.

2.2.4. State on the accounting managenent system

In order to keep track of received accounting data, accounting
managenent systens nmay need to keep state on nmanaged devices or
concurrent sessions. Since the nunber of devices is typically much
smal | er than the nunber of concurrent sessions, it is desirable to
keep only per-device state if possible.

2.2.5. CPUrequirenents

CPU consunption of the managed and nmanagi ng nodes will be
proportional to the conplexity of the required accounting processing.
Operations such as ASN. 1 encodi ng and decodi ng,

conpr essi on/ deconpr essi on, and encryption/decrypti on can consumne
consi derabl e resources, both on accounting clients and servers.

The effect of these operations on accounting systemreliability
shoul d not be under-estimted, particularly in the case of devices
with noderate CPU resources. |In the event that devices are over-
taxed by accounting tasks, it is likely that overall device
reliability will suffer.
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2.2.6. Efficiency neasures
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2.3. Data collection nodels

Several data collection nodels are currently in use today for the
pur poses of accounting data collection. These include:

Pol I i ng nodel

Event -dri ven nodel wi thout batching
Event -driven nodel w th batching
Event -driven pol | ing nodel
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2.3.1. Polling nodel

In the polling nodel, an accounting manager will poll devices for
accounting information at regular intervals. 1In order to ensure
against loss of data, the polling interval will need to be shorter
than the maximumtine that accounting data can be stored on the
pol | ed device. For devices without non-volatile stage, this is
typically determi ned by avail able nenory; for devices with non-

vol atil e storage the maxi num polling interval is determnined by the
size of non-vol atile storage.

The polling nodel results in an accunul ation of data within

i ndi vidual devices, and as a result, data is typically transferred to
the accounting nmanager in a batch, resulting in an efficient transfer
process. In ternms of Accounting Manager state, polling systems scale
wi th the nunber of managed devices, and system bandw dth usage scal es
with the anbunt of data transferred.

W thout non-volatile storage, the polling nodel results in | oss of
accounting data due to device reboots, but not due to packet |oss or
network failures of sufficiently short duration to be handled within
avail able menory. This is because the Accounting Manager will
continue to poll until the data is received. 1In situations where
operational difficulties are encountered, the volune of accounting
data will frequently increase so as to nake data | oss nore |ikely.
However, in this case the polling nodel will detect the problemsince
attenpts to reach the nanaged devices will fail.

The polling nodel scales poorly for inplenentation of shared use or
roami ng services, including wireless data, Internet tel ephony, QS
provisioning or Internet access. This is because in order to
retrieve accounting data for users within a given domain, the
Accounti ng Managenent station would need to periodically poll al
devices in all domains, nmost of which would not contain any rel evant
data. There are also issues with processing delay, since use of a
polling interval also inplies an average processing delay of half the
polling interval. This nmay be too high for accounting data that
requi res | ow processing delay. Thus the event-driven polling or the
pure event-driven approach is nore appropriate for usage sensitive
billing applications such as shared use or roam ng inpl enentations.

Per-device state is typical of polling-based network nanagenent
systens, which often also carry out accounting nmanagenent functions,
since network nmanagenent systens need to keep track of the state of
networ k devi ces for operational purposes. These systens offer

aver age processing delays equal to half the polling interval
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2.3.2. Event-driven nodel wi thout batching

In the event-driven nodel, a device will contact the accounting
server or manager when it is ready to transfer accounting data. Most
event-driven accounting systems, such as those based on RADI US
accounting, described in [4], transfer only one accounting event per
packet, which is inefficient.

Wt hout non-volatile storage, a pure event-driven nodel typically
stores accounting events that have not yet been delivered only unti
the tineout interval expires. As a result this nodel has the
smal | est nenory requirements. Once the tinmeout interval has expired,
the accounting event is lost, even if the device has sufficient
buffer space to continue to store it. As a result, the event-driven
nmodel is the least reliable, since accounting data loss will occur
due to device reboots, sustained packet |oss, or network failures of
duration greater than the tinmeout interval. |In event-driven
protocols without a "keep alive" nessage, accounting servers cannot
assune a device failure should no nessages arrive for an extended
period. Thus, event-driven accounting systens are typically not
useful in monitoring of device health.

The event-driven nodel is frequently used in shared use networks and
roam ng, since this nodel sends data to the recipient domai ns without
requiring themto poll a large nunber of devices, nost of which have
no relevant data. Since the event-driven nodel typically does not
support batching, it permits accounting records to be sent with | ow
processi ng del ay, enabling application of fraud prevention

techni ques. However, because roam ng accounting events are
frequently of high value, the poor reliability of this nodel is an
issue. As aresult, the event-driven polling nodel nay be nore
appropri ate.

Per-session state is typical of event-driven systens w thout

batching. As a result, the event-driven approach scal es poorly.
However, event-driven systens offer the | owest processing delay since
events are processed immediately and there is no possibility of an
event requiring | ow processing delay bei ng caught behind a batch
transfer.

2.3.3. Event-driven nodel with batching

In the event-driven nodel with batching, a device will contact the
accounting server or manager when it is ready to transfer accounting
data. The device can contact the server when a batch of a given size
has been gathered, when data of a certain type is available or after
a mninumtine period has el apsed. Such systens can transfer nore
than one accounting event per packet and are thus nore efficient.
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An event-driven systemwi th batching will store accounting events
that have not yet been delivered up to the Iimts of nenmory. As a
result, accounting data loss will occur due to device reboots, but
not due to packet loss or network failures of sufficiently short
duration to be handled within available nenory. Note that while
transfer efficiency will increase with batch size, w thout non-
volatile storage, the potential data |oss froma device reboot wll
al so increase

Where event-driven systens with batching have a keep-alive interva
and run over reliable transport, the accounting server can assune
that a failure has occurred if no nessages are received within the
keep-alive interval. Thus, such inplenentations can be useful in
nmoni toring of device health. When used for this purpose the average
time delay prior to failure detection is one half the keep-alive

i nterval .

Through i npl enentation of a scheduling algorithm event-driven
systens with batching can deliver appropriate service to accounting
events that require | ow processing delay. For exanple, high-value

i nter-domai n accounting events could be sent imediately, thus
enabl i ng use of fraud-prevention techniques, while all other events
woul d be batched. However, there is a possibility that an event
requiring | ow processing delay will be caught behind a batch transfer
in progress. Thus the naxinmum processing delay is proportional to

t he maxi mum batch size divided by the Iink speed

Event-driven systens with batching scale with the nunber of active
devices. As aresult this approach scales better than the pure
event -driven approach, or even the polling approach, and is
equivalent in terns of scaling to the event-driven polling approach
However, the event-driven batching approach has | ower processing
delay than the event-driven polling approach, since delivery of
accounting data requires fewer round-trips and events requiring | ow
processi ng del ay can be acconmodated if a scheduling algorithmis
enpl oyed.

2.3.4. Event-driven polling nodel

In the event-driven polling nmodel an accounting manager will poll the
device for accounting data only when it receives an event. The
accounting client can generate an event when a batch of a given size
has been gathered, when data of a certain type is available or after
a mninmumtine period has el apsed. Note that while transfer

efficiency will increase with batch size, w thout non-volatile
storage, the potential data | oss froma device reboot will also
i ncrease.
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W thout non-volatile storage, an event-driven polling nodel will |ose
data due to device reboots, but not due to packet |oss, or network
partitions of short-duration. Unless a nininmumdelivery interval is
set, event-driven polling systenms are not useful in nmonitoring of

devi ce heal th.

The event-driven polling nodel can be suitable for use in roaning
since it permts accounting data to be sent to the roaning partners
with | ow processing delay. At the sane tine non-roam ng accounting
can be handl ed via nore efficient polling techniques, thereby

provi ding the best of both worlds.

Wher e batching can be inplenented, the state required in event-driven
pol ling can be reduced to scale with the nunber of active devices.

If portions of the network vary widely in usage, then this state may
actually be less than that of the polling approach. Note that
processing delay in this approach is higher than in event-driven
accounting with batching since at least two round-trips are required
to deliver data: one for the event notification, and one for the
resulting poll.
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2.3.5. Data collection sunmary

B i T i R T i i e ol i ST SR S R S S R S S S S S el i
| | | |
| Model | Pros | Cons |
|+- B s st e TR S |-|- e e o |-|- e e o |-|-
| Polling | Per-device state | Not robust

| | Robust agai nst | against device

| | packet | oss | reboot, server |
| | Batch transfers | or network |
| | | failures* |
| | | Polling interval

| | | determ ned by |
| | | storage limt |
| | | Hi gh processing |
| | | delay |
| | | Unsuitable for |
| | | use in roaning

B e I e R e o i i R S S e S S e e S e i o
| Event-driven, | Lowest processing | Not robust |
| no bat chi ng | delay | against packet |
| | Suitable for | loss, device |
| | use in roamng | reboot, or |
| | | network |
| | | failures* |
| | | Low efficiency

| | | Per-session state |
B T o S i S S il s s i S S S T S S S
| Event-driven, | Single round-trip | Not robust

| with batching | |atency | against device

| and | Batch transfers | reboot, network

| schedul i ng | Suitable for | failures* |
| | wuse in roaning | |
| | Per active device | |
| | state | |
B e i o e S e e ik i T e R S e e S e S ol o
| Event-driven | Batch transfers | Not robust |
| pol I'i ng | Suitable for | against device

| | wuse in roaning | reboot, network |
| | Per active device | failures* |
| | state | T™wo round-trip

| | | latency |
+-

S s

Key
* = addressed by non-vol atile storage
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3. Review of Accounting Protocols

Accounting systens have been successfully inplenented using protocols
such as RADIUS, TACACS+, and SNMP. This section describes the
characteristics of each of these protocols.

3.1. RADUS

RADI US accounting, described in [4], was devel oped as an add-on to
the RADI US aut hentication protocol, described in [3]. As a result,
RADI US accounting shares the event-driven approach of RADIUS

aut henti cation, w thout support for batching or polling. As a
result, RADI US accounting scales with the nunber of accounting events
i nstead of the nunber of devices, and accounting transfers are

i nefficient.

Since RADIUS accounting is based on UDP and timeout and retry
paraneters are not specified, inplenentations vary widely in their
approach to reliability, with sonme inplenentations retrying unti
delivery or buffer exhaustion, and others |osing accounting data
after a fewretries. Since RADH US accounting does not provide for
application-layer 